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Compliance Guidelines:

How to Develop an
Export Management and Compliance
Program and Manual

HOW THESE GUIDELINES CAN HELP

These Guidelines were developed to assist companies in establishing, or enhancing, an Export
Management and Compliance Program (EMCP). This document promotes good export
compliance practices. It recommends principal components of a comprehensive and effective
EMCP and provides information, tools, and templates to help companies develop an EMCP.

Using these Guidelines, a company will be able to accomplish two things:

1) Develop an operational program that will manage a company’s export
decisions and export transactions in compliance with the Export Administration
Regulations (EAR); and

2 Develop a written EMCP guidelines document to ensure consistent
instruction and operational application of a company’s export policies,
procedures, decisions, and transactions.



INTRODUCTION

MAPPING OUT YOUR COMPLIANCE STRATEGY

PUBLIC-PRIVATE PARTNERSHIP

The U.S. Government relies on the due diligence of exporters to help ensure national security.
Concerns regarding security, homeland and international, as well as the proliferation of weapons
of mass destruction and terrorism have heightened. It is through a strong public-sector/private-
sector partnership that the diversion of dual-use items for harmful and destructive purposes can
most effectively be prevented. Dual-use items are items that have a commercial application and
also can be of military, weapons-of-mass-destruction, or terrorist use. Given the breadth of
commaodities that may be so categorized, as well as the potential for issues with regard to parties
to a transaction, it behooves companies in all industries to adopt an export compliance program,
and the prescription herein may be applied to all industries that export or plan to export.

Nuclear, missile, biological, and chemical dual-use items that can, in the hands of hostile states
and terrorists, be used for destructive purposes, represent one of the greatest security challenges
facing the United States today. Today’s threats are far more diverse and less predictable than in
the past. Those hostile to the United States have demonstrated their willingness to take high
risks to achieve their goals. Controlling and preventing the proliferation of such deadly weapons
and their delivery systems, and reducing the number of those already in existence, is a national
security priority.

Today’s global marketplace is a very competitive and complex arena for businesses to navigate,
and the threat of dual-use items being used for wrongful purposes is real. Companies, like yours,
are the first line of our common national-security defense and are in the most strategic position to
evaluate customers and export transactions. U.S. export controls help protect our country by
keeping goods and technologies out of the hands of countries of concern, terrorists, and other
persons who would use them against us. Violations of export control law can adversely affect
U.S. national security, foreign policy interests, and U.S. business, and result in both criminal and
administrative penalties.

Developing an effective EMCP is an invaluable way a company can contribute to U.S. national
security and nonproliferation priorities while protecting vital company interests. Establishing an
EMCP is not a guarantee that an export violation will not occur, but it minimizes the risk of
noncompliance and is a map to consistent export compliance. These Guidelines promote good
export compliance practices and have been developed to help companies like yours create an
effective EMCP that will minimize the risk of noncompliance with export control laws.



EXPORT MANAGEMENT AND COMPLIANCE PROGRAM DEFINED

An EMCP includes both the operational export compliance policies and procedures an
organization implements and a written set of guidelines that captures those policies and
procedures. The purpose of an EMCP is to ensure: that the right export decisions are
consistently being made; that employees know their export control responsibilities; that the right
procedures are being followed; and that the right questions are being asked to ensure that exports
are being made in compliance with U.S. Export Administration Regulations and, therefore,
consistent with a company’s best interests.

Every organization needs an EMCP that uniquely addresses their organization-specific
requirements. An organization’s EMCP should be appropriate to the scope of its export and
reexport activities and to its business circumstances. There is no generic, off-the-shelf, one-size-
fits-all EMCP that could completely cover the great variety of different industries and business
characteristics. By developing an organization-specific compliance program that is appropriately
tailored to the nature of an organization’s export and reexport activities, an organization can
implement an effective compliance program that works well. Factors such as the size of an
organization, the end-use and sensitivity of products, the geographic location of business and
customers, the relationships with business partners, volume of exports, product restrictions, and
complexity of internal export processes will influence how an organization structures its
operational EMCP.

Companies and other organizations decide what compliance measures are appropriate. As part
of that decision analysis, it is recommended that they build a compliance program that addresses
current requirements but can also grow and support future needs. A small company, for instance,
because of its size may not see the value of including in their EMCP compliance manual certain
EMCP items mentioned herein; however, there are certain key elements that are recommended
for all organizations, because those key elements serve as a foundation for accountability for any
organization. By establishing good compliance practices from the beginning, you will have an
EMCP program that evolves and grows along with the business, and is flexible to adapt to
regulatory changes. Likewise, a small company may not necessarily believe that it needs to
develop its own formalized training program. However, if the training program is developed as
part of the foundation of the compliance program, it will be available when new personnel are
added.

All compliance programs are different. As an example, some companies choose to designate a
single employee responsible for the administration, performance, and coordination of export and
compliance responsibilities. Other companies decentralize these responsibilities throughout the
organization, but with corporate oversight to ensure essential compliance standards are
maintained. The size, organizational structure, and production/distribution network of an
organization are key determinants of where compliance functions and personnel should reside.
Many centralize the administration of training, recordkeeping, dissemination of regulatory
material, notification of non-compliance, and audits. However, the actual screening activities
against various government lists (of foreign entities that should be avoided, certain end-use and
end-user activities, and diversion risk) may be performed by personnel throughout the company
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(e.g., in sales and marketing, order entry, or shipping) where firsthand knowledge and
information of customers is available.

How you decide to structure your compliance program will depend on your organization’s
operations. Your exports must, however, be made in compliance with the EAR. The following
are the nine key elements identified by the Bureau of Industry and Security for any effective
compliance program for an exporter of U.S.-origin dual-use items. These elements provide a
foundation for the basic structure of your EMCP program, but they do not constitute an
exhaustive list; your own list may be longer, reflecting the unique export operations of your
organization.

1. Management Commitment: Senior management must establish written export compliance
standards for the organization, commit sufficient resources for the export compliance
program, and ensure appropriate senior organizational officials are designated with
overall responsibility for the export compliance program, in order to ensure adherence to
export control laws and regulations, and develop and nurture a pervasive corporate
culture of compliance.

2. Continuous Risk Assessment of the Export Program.

3. Formal Written EMCP: A manual of policies and procedures with a sufficient level of
operational detail to ensure effective implementation and day-to-day compliance.

4. Ongoing Compliance Training and Awareness.

5. Cradle-to-Grave Export Compliance Security and Screening: Screening of employees,
contractors, customers, products, and transactions, and implementation of compliance
safeguards throughout the export life-cycle, including for product development,
jurisdiction, classification, sales, license decisions, supply-chain management, servicing
channels, and post-shipment activity.

6. Adherence to Recordkeeping Regulatory Requirements.
7. Compliance Monitoring and Periodic Audits/Assessments.
8. Internal Program for Handling Compliance Problems, including Reporting and Escalating

Export Violations.
9. Completing Appropriate Corrective Actions in Response to Export Violations.

Implementing an EMCP is a voluntary decision left to the discretion of every organization. The
major benefit of implementing an effective EMCP is that it can minimize the risk of
noncompliance with export regulations and can be considered a mitigating factor, with great
weight, in determining administrative penalties in case of an export violation.



CHARACTERISTICS OF AN EMCP
An Export Management and Compliance Program answers .....

Why?
What?
When?
Where?
How?

By whom?

e vl

...your export control policies and procedures are to be implemented.

An EMCP is a program that connects people and processes through a written set of operating
guidelines and specific institutionalized procedures and safeguards that ensure employees know
their export control responsibilities, that the right procedures are being followed, and that the
right questions are being asked to safeguard against potential export control regulatory
violations. Policies and specific step-by-step procedures should be well integrated, since the 9
core elements are interrelated and complement and feed into each other. Maintaining fluid
communication between stakeholders in the export process is also essential in ensuring the
effectiveness of an EMCP.

BENEFITS OF AN EMCP

Having an EMCP is a sound business investment. An EMCP takes individual decisions and
pieces of information and builds them into an organized, integrated program to manage export-
related decisions and transactions in order to ensure compliance with the EAR and license
conditions.

An EMCP can:

. Reinforce senior management commitment to compliance with U.S. export laws and
regulations to all parties within the organization.

. Provide management structure and organization for the processing of export transactions.

. Enhance accountability for export control tasks by identifying who is responsible for
performing each part of the process and who is responsible for overall effectiveness of
the EMCP.

. Provide compliance safeguards throughout a company's supply chain to ensure order

processing due diligence checks and screenings produce consistent export decisions.



. Provide written instructions for employees to blend into their daily responsibilities to
"screen" export transactions against general prohibitions of exports, re-exports, and
selected transfers to certain end-uses and end-users.

. Serve as a vehicle to communicate red flag indicators that raise questions about the
legitimacy of a customer or transaction.

. Provide personnel with tools to help them ensure they are performing their export control
functions accurately and consistently in all nine of the key elements.

. Identify transactions that could normally be exported without a license, but because of the
end-use or end-user, require a license.

. Streamline the process and reduce time spent on compliance activities when employees
have written instructions, tools and on-going training.

. Protect employees through training and awareness programs from inadvertently violating
the EAR.

HOW TO USE THESE GUIDELINES

These Guidelines are divided into sections as outlined in the Table of Contents. You can start at
the beginning of the document and work your way sequentially through the information to the
end. Alternatively, you can start with any EMCP section that requires the most work in your
current compliance program, or start with the section that you feel poses the highest potential
risk of vulnerability in your company. Wherever you decide to start, remember that your EMCP
should be an integrated program — each component of your compliance program is just one piece
of the larger whole and should build upon, and interconnect, with all other parts of your program.

If your organization is new to exporting, these Guidelines include information on how to develop
an EMCP and provide recommendations on what you might want to include in your EMCP.
These Guidelines can also help organizations that have an existing export program assess their
compliance efforts and make enhancements to strengthen their overall program. In addition, the
Guidelines provide a recommended structure for a compliance plan and include template
language that, if applicable, can be cut and pasted and into your compliance manual and tailored
and edited to meet your specific needs.

You may find as you go through the assessment of your compliance operations that there are
policies, procedures, checks, and safeguards that are not part of your current compliance
practices. We strongly recommend that you take time to evaluate these areas. The EMCP
recommendations outlined in these Guidelines are based on many years of “best practice”
experience of effective company EMCPs. The only regulatory requirement that your company is
required to adhere to is to not violate the EAR. Unless specific guidance is provided in the
Regulations, or as a condition on a license, how you accomplish compliance with the
Regulations is left to your discretion. When deciding whether or not to include any of the

8



recommendations provided in these Guidelines, your decision should be based on whether or not
it makes sense for your organization and what the possible risk associated with not including the
recommendation is.

Given the diversity among organizations there is no single “best” compliance program. The
Bureau of Industry and Security (BIS) acknowledges the variances and complexities within
industry and is sensitive to the differences between large and small organizations. In addition,
BIS understands resources available for compliance programs vary greatly and that the degree to
which compliance measures are adopted will vary. These Guidelines have been developed to
assist with the process of developing an effective EMCP and can be used by all, regardless of
size, location, or corporate structure. These Guidelines represent “best practice”
recommendations. By no means should the contents of these Guidelines be viewed as an
exclusive or static recipe. BIS strongly encourages all organizations to use the information as a
starting point to develop and implement compliance programs that uniquely and flexibly address
individual organization needs and areas of risk.



OBTAINING ASSISTANCE

Export Management and Compliance Program Assistance

If you have questions regarding information provided in these Guidelines or would like
assistance with the development of your Export Management and Compliance Program (EMCP)
and/or written compliance manual, contact the Export Management and Compliance Division
(EMCD) at:

Phone: (202) 482-8016
Fax: (202) 482-1733

Address: Export Management and Compliance Division
Office of Exporter Services
Bureau of Industry and Security
U.S. Department of Commerce
1401 Constitution Avenue, N.W., Room 2099
Washington, D.C. 20230

General Export Control Assistance

For general export questions and assistance, you may contact the Bureau of Industry and
Security’s Outreach and Educational Services Division at:

Phone: (202) 482-4811 in Washington, D.C.
Phone: (949) 660-0144 in California
You can submit export questions to the following address:

Https://www.bis.doc.gov/Forms/AskaCounselor.html in Washington, D.C.

Https://www.bis.doc.gov/Forms/BISWestinquiry.html in California

The Bureau of Industry and Security website has information and guidance on export control
policies and procedures. The website can be accessed at the following address:
http://www.bis.doc.gov
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Web-Based Assistance

Export privileges are denied by written order and each order affecting export privileges is
published in the Federal Register. The Department of Commerce’s Denied Persons List is
posted on the BIS website. Other agency lists are also posted on the Internet and can be accessed
via the BIS website. Companies should consider registering for BIS’s e-mail notification
program for regulatory and export related updates. Offered as a free service to exporters, the
program provides exporters with a menu of information items to choose from. Items include:

+ Changes to the Denied Persons List, Unverified List, or Entity List;
* Regulatory Updates

* New BIS Initiatives

* Press Releases

* Antiboycott Information

» Export Enforcement Information

» Export Licensing Information

+ Defense Industrial Base Program Information

+ Other Major Website Changes

Exporters receive automatic e-mail notifications from BIS when changes are made in these areas
helping them to stay current on export control issues. Exporters can sign up for this service at
the following BIS website address: http://www.bis.doc.gov/Forms/EmailNotification.htm

GETTING STARTED

Form a Task Force

Regardless of the size and complexity of your organization, we recommend that you form a task

force of employees who have knowledge of your operations to help you define your new internal
export-related processes for each of the nine key EMCP elements identified above under “Export
Management and Compliance Program Defined.”

The best way to identify key people in your organization who you would like to participate in the
development of your export program is to start with your company’s organization chart. Ata
macro level, identify all of the offices and divisions that you think could possibly participate in
your export processes. This could include:

Accounting Legal Counsel

Contracts Licensing

Customer Service Order Processing

Engineering/R&D Physical Security

Field Services Purchasing

Finance Sales/Marketing - Export and Reexport
Human Resources Shipping/Logistics
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In-house Travel Agency Systems Management
Information Technology Website Maintenance Group

Members of your task force will be responsible for:

e helping you define the parameters of your export program;

e helping you to assess your current resources to determine what can appropriately be
utilized in your export program;

e helping you to develop all of your export and compliance processes;

helping you determine what your IT requirements are and what will be needed to support

your new export program;

helping you flow chart your new export and compliance processes;

helping you draft step-by-step narrative procedures for your processes;

assisting you in training your employees on new processes;

serving as your future “maintenance engineers” when you conduct compliance audits;

and

e keeping you updated on changes over time.

Delineate Your Current Export Processes

Regarding your current export processes, ensure that you capture them in a comprehensive,
detailed manner. At each step of the process you should ask “What happens next?” By
posing this question, your Task Force can define step-by-step procedures for daily
operational implementation for employees that will be involved in your export program.
This process may also identify related “subset” or “interim” processes not captured. This
initial phase of defining all your export-related processes is like drafting the plans for
building a house. Once you have all of your processes defined in narrative and flow-chart
form, you have your blueprint and can begin to build your compliance components, based on
your ongoing risk analyses, into your export program brick-by-brick.

Define one process at a time with the help of the process knowledge expert(s) on your Task
Force. When capturing the process, start where it begins, i.e., customer service, sales,
research, administration office, etc., and follow it through to completion. Go through the
entire process and identify each action and decision point. If you have a process that
integrates both manual and electronic procedures, you will need to capture both. If your
processes are very long, you may need to break them up into smaller flow charts.

At a minimum, you should go through each process at least two times to confirm that what
you have captured is accurate. Once you have the process fully defined, you may then use a
flow chart software package to formally document the process for inclusion in you EMCP
Manual.
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Define and Address Your Organization’s Vulnerabilities

After documenting your processes, analyze them to assess the effectiveness of your existing
overall compliance program. Determine if you have any vulnerable areas. Assess your
internal controls. Internal controls may be in the form of second levels of approvals,
comparisons of customers against the prohibited persons and entities lists, requirements for
collection of specific end-use information, completion of check lists of actions to be taken
prior to next steps, etc.

For example, in your order process flow, some of the key steps where internal controls
should be implemented include, but are not limited to, a Denied Persons and Entity List
check by your sales force before accepting a sales order; proliferation screen checks (nuclear,
missile or chemical and biological weapons activity) prior to input of the order; boycott
language and screening for financial bona fides by your Finance Department; “Red Flags,”
product/country license determination, Specially Designated Nationals or other sanctions list,
and Entity List, screening by your Export Compliance Department; technical assessment for
proper Export Commodity Classification Number and appropriate use of product by your
Engineering Department; Deemed Export screening by your Human Resources/Personnel
Department and Security Department; Denied Persons screening by your Shipping
Department or Logistics prior to shipment, etc.

If you find that there are key areas in your processes where you have no internal controls,
you need to assess the risk associated with the absence of a control at that step. For example,
absent a check against the Denied Persons List in your Shipping/Logistics Department, are
you at risk for shipping to a Denied Person who may not have been on the list at the order
entry time, but has subsequently been put on the list? Only you can answer this question
appropriately for your company. You have to determine — How lucky (risky) do you feel?

Once you’ve identified all of your areas of vulnerability, focus your resources on addressing
the ‘high risk’ areas. High risk means an area that could result in a possible export violation
resulting in penalties and/or prosecution.

Establish checks, safeguards, procedures, and oversight to eliminate all areas of vulnerability
and risk.

Evaluating, auditing, and assessing are next in the cycle, whereby you decide how effective
your safeguards are and how you might fine-tune them. Thus, the dynamic cycle of
compliance brings you back where you began: assessing what you’ve got in place with a
view toward identifying vulnerabilities, improving processes, and keeping up-to-date.

If you have any questions or concerns, contact us; we’re waiting to assist you!
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KEY ELEMENT 1: MANAGEMENT COMMITMENT

Objectives:

1. To ensure active management involvement;

2. To provide sufficient time, money and personnel to create and maintain an effective
compliance program;

3. To communicate clear commitment toward compliance with the EAR and U.S. export
controls by senior management to all employees

4. To build and nurture the concomitant corporate culture of compliance throughout the
organization; and

5. To evaluate and ensure the integrity of the export compliance program.

Procedure

Management commitment to export compliance is the single, most important aspect of an
effective export compliance program. A serious commitment from management is necessary
for a company to develop and implement an effective “best practice” export compliance
program.

Be Actively Involved in Export Compliance

Communicate broadly and frequently that the policy of your company is that sales will not be
pursued at the expense of compliance, and that export compliance is a better investment than
export violation penalties. Each member of the management team should “walk the talk” and
become actively involved in export compliance functions and assume responsibility for
export compliance. Each member of the management team should understand when and how
export laws and regulations affect the company and endorse the corporate internal controls
that have been implemented to ensure compliance with these laws and regulations.

Provide Required Resources to Develop, Implement and Maintain the Program.

To ensure that sufficient resources -- time, money, and personnel -- are provided to the
EMCP, each member of the Export Control Management Team (ECM Team) should
participate in monthly EMCP resource and planning meetings. The objective of the meetings
would be to discuss changes that are needed, deficiencies identified, enhancements, etc., of
the EMCP. Through this method, your company may continuously revisit resource
allocation to ensure that the company’s export compliance obligations are being met. Export
compliance positions should have sufficient authority and discretion vested in them to garner
the necessary respect to ensure compliance. Standards and positions might be identified in
this section of your EMCP.

Senior management must provide these individuals with the compliance tools necessary to
perform their jobs, including the appropriate training, budgets, and high-profile support.
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Management’s commitment must be embedded in every aspect of the EMCP, and
management must maintain active and transparent involvement in that regard, realizing that
export-compliance is a process driven from the top, since it does not realize quick profits and
is, instead, an investment in the company’s sustainability and longevity.

Communicate Management Policy of Commitment to Export Compliance

Another way your company can demonstrate strong management commitment to compliance
with export control regulations is by having your Chairman, Chief Executive Officer, or
President personally establish and communicate your company’s export control policy
frequently and broadly. A written, formal statement of policy should be disseminated, at
least annually, to all employees and should be included in the EMCP Manual. The message
should communicate that export compliance requires a proactive, company-wide
commitment that includes all levels of the company and that each employee plays a role in
securing the integrity of the system. Employees should understand “the big picture” and also
realize their own personal role and responsibility in guaranteeing export compliance. If not,
they risk being the weak link that can bring the whole program down.

In general, the export compliance policy statement should be communicated to all
employees, but must be sent to all employees who are directly or indirectly involved in
export transaction-related functions.

Additionally, the statement should be communicated to contractors, during the contract
process, who are acting on the company’s behalf. This would include consultants, interns,
freight forwarders, distributors, sales representatives, joint venture partners, and any other
contractor. It should be a condition of doing business with the company.

The dissemination of the Statement should be accomplished in a manner consistent with
other priority management policy messages. The ECM Team should take every reasonable
available opportunity to reiterate the importance of compliance. The ECM Team should
communicate these messages to all employees, but should focus on those working under
them who are involved in export functions and export compliance. Opportunities where
senior management can reiterate its commitment to compliance, and thereby also build an
essential corporate culture of compliance, include:

Annual Reports Business Meetings
Company Communications Compliance Posters

Ethics and Business Conduct Documents In-house Publications
Company Intranet with Intermittent Postings Company Web site
Mission Statements New Employee Orientation
Press Releases Procedures Manuals

Staff Meetings Teleconferences

Training Sessions Other CEO Addresses
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The management policy commitment statement should include the following:

J affirmation of the company’s commitment to export compliance and
commitment of appropriate resources to compliance;

o explanation of the basic purpose of export controls. Export compliance is vital to
protect the national security and foreign policy interests of the United States;

o under no circumstances will sales be made contrary to U.S. export regulations and
laws. Export compliance is good for business and compliance with export laws
and regulations and the company’s export policy will not be compromised for
commercial gain;

o it is the responsibility of the company and its employees to be familiar and
compliant with export controls. As a preventive measure to help employees
understand possible noncompliance scenarios, specific risks as they relate to the
company’s products, technology, destinations and activities, should be listed:;

. unauthorized transfers of even low-level technology can potentially jeopardize
national security or further the development of weapons of mass destruction;

. description of penalties for non-compliance to include business fines and
penalties, possible loss of export control privileges, and/or employee termination
and imprisonment. Export compliance avoids fines and possible loss of export
privileges and compliance avoids irreparable damage to the individual and
company’s reputation. So that the seriousness of export violations is understood,
an example of penalties for a company that “willfully” or “knowingly” violates
the Export Administration Act is potentially a $1,000,000 fine or five times the
value of the export, whichever is greater, per violation. An employee committing
the same violation is potentially subject to a $1,000,000 fine and up to twenty
years imprisonment, per violation. Civil penalties of up to $250,000 and a denial
of export privileges may be imposed in addition to or in place of any criminal
penalties. In addition, note that employees can be terminated or disciplined
further by your company, if they are involved in export non-compliance; and

o any question concerning the legitimacy of a transaction or potential violation
should be referred to the appropriate responsible official. You may note who
specifically, or reference the appropriate section in your EMCP Manual regarding
reporting and escalation.

Building management commitment and a pervasive compliance-oriented corporate culture go
hand-in-hand, since compliance is essentially a top-down process. In order to build such an
environment wherein employees feel that they are helping the company by voicing concerns
regarding possible problems with export transactions, put in place appropriate incentives and
rewards, including having an item in both performance plans and performance appraisals
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bestowing merit upon individuals who voice such concerns. The voicing of such concerns
should also positively influence promotion decisions. A compliance-oriented culture can
also be built and maintained through the implementation and exercise of all nine key EMCP
elements.

Note who the responsible personnel are for this section of your EMCP; e.g.: The
individual(s) responsible for updating the Policy Statement and for the annual dissemination
of the Statement is: (name of person, title, phone number, e-mail). If the names of any
individuals identified in the management policy statement change prior to the annual
redistribution, the statement should be reissued. The individual responsible for posting this
information on the company intranet is: (named of person, title, phone number, e-mail).
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EXAMPLE OF A POSSIBLE MANAGEMENT POLICY STATEMENT

COMPANY LETTERHEAD

DATE:

TO: All Employees & Contractors
FROM: Name, President/CEO/Chairman
SUBJECT: Export Policy Statement

(Company) is committed to compliance with all export controls in the Export Administration Act and
the Export Administration Regulations. This commitment extends to promoting strict compliance on
an on-going basis with terms and conditions.

It is (Company) policy that all employees, comply with the United States export policies and
regulations. Under no circumstances will exports be made contrary to U.S. export regulations by any
individual operating on behalf of (Company).

Employees outside the United States may not re-export any commodity, technology, or software
unless appropriate authorization has been obtained, and this includes foreign-produced items that are
the direct product of U.S. technology and software and are subject to national security controls under
the Export Administration Act.

No activities will be undertaken that are in violation of the United States policies which seek to
control nuclear proliferation, missile technology, and chemical and biological weapons.

Failure to comply with these regulations may result in the imposition of criminal and/or civil fines
and penalties, including jail time and monetary penalties, and employees will be subject to
disciplinary action and/or termination.

I ask each of you to take this matter very seriously and to support me in this effort. If you have any
guestions concerning the legitimacy of a transaction or potential violations, please contact:

(Name, Title, Phone, E-Mail)

Note: This Statement of Corporate Commitment to Export Compliance will be issued on an annual
basis or if necessitated by personnel changes, changes in management, or regulatory changes.
[RESPONSIBLE OFFICIAL] is responsible for disseminating this Statement throughout the
organization through [COMPANY’S] Export Management and Compliance Program Manual
updates, incorporation into training and presentations, and posting on the [COMPANY] Intranet and

Web site.

(SIGNATURE) (DATE)

President/CEO/Chairman
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All employees are required to read and sign the following verification statement on an annual basis
and submit to the Human Resources Office to be filed in their personnel file.

I, , hereby acknowledge that | received, on (DD/MM/YY)
(COMPANY) policy statement dated (DD/MM/YY) and signed by (SIGNING OFFICIAL),
regarding (COMPANY) commitment to export control compliance. | have read such policy
statement and will comply with (COMPANY) export compliance policies and procedures in support
of (COMPANY) compliance efforts.

Employee Signature, Title, Date
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TOOL
Management Commitment Policy Statement

The following language was extracted from various compliance programs to give you an idea of
various ways you might develop your Statement. For each key section of the Statement, there are a
variety of different options. Of course, you should customize your company Statement in a way that
will be most appropriate and effective for your company.

OPTIONS INTRODUCTORY PARAGRAPH SAMPLE LANGUAGE

In support of national security, U.S. and global efforts to fight the battle against

1 terrorism, and the legal responsibilities and business interests of this company,
(COMPANY NAME) has implemented export control procedures that all company
employees are required to follow.

It is the policy of (COMPANY NAME) that all of its employees, departments, divisions,
domestic and foreign subsidiaries, and affiliates must comply with U.S. Government
export control laws and regulations. No transactions are to be conducted by or on
behalf of (COMPANY NAME) contrary to U.S. export control laws and regulations. In
particular, (COMPANY NAME) employees with export related job responsibilities must
apply due diligence to ensure they abide by all U.S. export control laws and
regulations and comply with (COMPANY NAME) export control guidelines, policies,
and procedures as outlined in the company’s Export Management and Compliance
Program Manual.

(COMPANY NAME) supports U.S. efforts to prevent proliferation of weapons of mass
destruction. Special care must be taken to prevent any transaction with entities
involved in the proliferation of weapons of mass destruction and prohibited activities
involving missile, nuclear, chemical and biological warfare. (COMPANY NAME)
employees with export responsibilities are required to have a working knowledge of
export control laws and regulations, especially those governing their specific job
functions, as well as a working knowledge of company export control policies and
procedures.

It is the policy of (COMPANY) to comply with all U.S. Government export control laws
2 and regulations. No transactions are to be conducted by or on behalf of (COMPANY)
contrary to U.S. export regulations. This company supports U.S. efforts to fight the
battle against terrorism and prevent transactions involving entities engaged in
prohibited missile, nuclear, chemical and biological warfare activities. Therefore we
have implemented export control procedures that you are required to follow. You can
find these procedures in the Export Management System Manual published on our
Intranet at (COMPANY INTRANET SITE). A hard copy is also available (PLACE).
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All [COMPANY] personnel involved in exports and reexports, traffic, and related
functions are required to comply with the policies and procedures outlined in
[COMPANY’S] Export Management and Compliance Program Manual. Under no
circumstances will exports be made contrary to U.S. Export Administration
Regulations.

No transactions are to be initiated with individuals on the Denied Persons List or with
any firms owned by or associated with those parties. The Denied Persons List
identifies parties who have been denied export privileges.

No exports will be made to parties on the Entity List or any other person or
organization that is suspected to be involved in activities covered under the Enhanced
Proliferation Control Initiative. This initiative is designed to prevent the proliferation of
missile technology and nuclear, chemical, and biological weapons.

Employees outside the United States may not reexport any commodity, technology, or
software unless appropriate authorization has been obtained. This includes foreign
produced items that are the direct product of U.S. technology and software or foreign
made items that are subject to national security controls of the United States as
designated by the Commerce Control List.

No exports or reexports will be shipped without authorization to any country that is
subject to an embargo or other controls by the United States. No exports or reexports
will take place with any person or organization on the Special Designated Nationals or
Terrorists List issued by the Office of Foreign Assets Control.

No in-transit shipments may be made through a prohibited country without proper
authorization.

All employees involved in exports and reexports, traffic and related functions are
required to report requests for products or services that are in support of unsanctioned
foreign boycotts in accordance with the United States regulations.

A critical success factor for (COMPANY) is our ability to establish an infrastructure
capable of serving our customers. A key element in this infrastructure is the
(COMPANY'’S) ability to export products while complying with U.S. export control laws
and regulations. To achieve compliance with U.S. export control laws and regulations,
(COMPANY) has developed an export management and compliance program, which
is formulated to assure that (COMPANY) exports and reexports are not made contrary
to company policies and procedures and the Export Administration Regulations.

Export compliance is the responsibility of all (COMPANY) personnel. (COMPANY) is
committed to export compliance by ensuring that compliance is an important aspect of
our corporate culture and that the requirements and disciplines to comply are
integrated into every employee’s job and our business processes. It is expected that
(COMPANY) employees and contract personnel will be trained in the requirements,
policies, and procedures to ensure (COMPANY) compliance to prevent even
inadvertent violations.
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It is the policy of (COMPANY) to fully comply with all laws and regulations governing
the export of its products, services, software and technical data. Each employee,
therefore, must be dedicated to ensuring such compliance with government
regulations. All sales, service, shipping, accounting and other personnel that may be
involved in export, therefore, shall be familiar with the (COMPANY) policy. Particular
attention should be taken when releasing technical information to foreign nationals,
electronic transmission of data/software and when hand carrying exports.

Itis the policy of (COMPANY) and its subsidiaries to conduct business in compliance
with all applicable export control laws and regulations. An export management and
compliance program, of which this policy statement is a part, is designed particularly to
ensure compliance with U.S. export controls.

The United States has a statutory and regulatory system for controlling and monitoring
the international movement of the United States goods and technology. Among other
things, the system is designed to minimize the risk of diversion of such items to
locations where they will not be in furtherance of the interests or policies of the united
States. It is of the utmost importance of the interests of (COMPANY) that the laws and
regulations governing the movement of equipment and technology be followed. This
will allow (COMPANY) to maintain its good corporate citizenship status avoid
inadvertent violations, costly errors, and the possible disruption to business.
Commitment to these policies is a daily exercise. All of those in the company who are
involved in the international movement of goods and technology must vigilantly
maintain and adhere to this commitment on a continuous basis as they go about their
everyday duties and responsibilities for the company.

(COMPANY) must apply for and receive an official export license prior to shipping
(COMPANY TECHNOLOGY/PRODUCT) to any customer outside of the United
States. To obtain such a license, (COMPANY) is required to gather and report certain
information about the product, the distributors and the end-user customers who seek
to purchase and utilize the (COMPANY TECHNOLOGY/PRODUCT). The Commerce
Department’s Bureau of Industry and Security (BIS) is the agency to which we must
apply for our export licenses. In addition to the BIS, export control officials of the
Departments of State, Defense, and Energy may also review our application and make
recommendations for approval or denial of our application. Once a license is
approved and granted, it comes to us with a number of conditions requiring
(COMPANY), its distribution partners and user-customers to perform certain record-
keeping and notification tasks. These conditions also limit the use of (COMPANY
TECHNOLOGY/ PRODUCT) to the applications stated on the license. The license
also makes clear that the (COMPANY TECHNOLOGY/PRODUCT) may not be re-sold
or re-exported to another party without first obtaining a new export license and that the
loss or theft of the product is to be promptly reported to U.S. government officials.

22




As a global company which operates in the United States, (COMPANY) is governed
by U.S. export control rules and regulations regarding the export and/or reexport of
products, spare parts, accessories, software, training materials, and technical data. It
is the policy of (COMPANY) that under no circumstances will sales be made contrary
to U.S. export control laws and regulations or the policies and procedures of
(COMPANY’S) Export Management and Compliance Program.

We must remember that exporting our products is a privilege, not a right, granted by
the U.S. government. This is critical for (COMPANY) because, typically, more than (X)
% of our sales is international. Although most of our products do not require licenses
prior to shipment to most countries, many of the (PRODUCTS) are now more tightly
controlled because of concerns regarding the proliferation of chemical and biological
weapons, missile technology and nuclear weapons. Accordingly, (COMPANY), as an
exporter, must assume even greater responsibility for screening its customers and
transactions. Careful review of both the end-use and the end-users involved with our
international transactions is required to ensure export control compliance.

10

It is the policy of (COMPANY) to fully comply with all laws and regulations governing
the export of its products, services, software and technical data. Each employee,
therefore, must be dedicated to ensuring such compliance. All sales, service,
shipping, accounting and other personnel that may be involved in export, therefore,
are required to be familiar with and review regularly the (COMPANY) Export
Management and Compliance Program to ensure compliance with government
regulations. Particular attention should also be taken when releasing technical
information to foreign nationals, electronic transmission of data/software and when
hand carrying exports. Failure to comply with these regulations may result in the
imposition of criminal and/or civil fines and penalties, including incarceration for
individuals and suspension of export privileges for (COMPANY).

Under no circumstances shall (COMPANY) personnel sell or ship any product contrary
to United States export laws or shall these laws be compromised for commercial gain.
Neither sales nor shipments are to be made to any individual or firm appearing on the
Denied Persons List or to any firms owned by or associated with the individuals for
firms therein listed.

In addition, regulations are in effect pursuant to the President’s Enhanced Proliferation
Control Initiative which places emphasis on the end-use and or end-user of exported
items. As aresult, we need to be vigilant in screening our customers and
transactions. It is, therefore, more important than ever that the “Know Your Customer”
guidelines (available from ) are understood and implemented in order
that [COMPANY] can meet the required “know” standard.

In particular, no transactions will be held when dealing with companies and countries
which may be concerned with the proliferation of nuclear, missile, and
chemical/biological related processes and/or weapons.

[COMPANY’S] Export Management and Compliance Program Manual summarizes
and refers to the applicable laws and regulations and company policies and
procedures. A copy of the Manual is posted on the company Intranet at (WEBSITE).
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OPTIONS

DUAL-USE RISK STATEMENT

(INFO ON COMPANY TECHNOLOGY/PRODUCT)........ Because of its potential uses
in weapons and weapons systems, the U.S. Government is rightly concerned that
commercial products incorporating (COMPANY TECHNOLOGY/PRODUCT) not be
diverted to military use by enemies of the United States. Therefore, the export of
(COMPANY TECHNOLOGY/PRODUCT) is subject to government-specified controls.
These controls are very precise and compliance with them is mandatory, not
voluntary. No employee has the authority to act contrary to this Policy, nor direct,
authorize, or condone violations of the Policy by any other employee.

The United States government strictly regulates all exports of U.S. products,
technology, and software and the movements of U.S. origin commodities between
foreign countries. Export controls are used to regulate the export and reexport of dual-
use materials; commodities that have both a civilian and military application. These
controls are in place to prevent the distribution of dual-use technology that can
compromise national security. Some of (COMPANY) products can be adapted for
(PROVIDE USE) and are strictly controlled to prevent diversion to those interested in
proliferating weapons of mass destruction or terrorist supporting entities. In today’s
world and the ongoing efforts of the global war on terrorism, the need for heightened
awareness of the control and use of these types of products is more critical than ever
before.
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OPTIONS

PENALTIES STATEMENT

All employees should remember that violations of the Export Administration
Regulations can result in severe penalties and denial of exporting privileges as
follows:

Administrative Penalties: Each violation of the export control regulations can result in
the imposition of civil penalties amounting to the greater of $250,000, or twice the
value of each transaction.

Denial of Export Privileges: Violations of the Export Administration Regulations or the
conditions of an export license may result in the denial of export privileges. This
denial can restrict the ability of the company to engage in export or reexport
transactions or restrict access to items subject to the Export Administration
Regulations.

Criminal Penalties: Violators can be fined $1,000,000 and/or up to 20 years in prison.

Voluntary Self-Disclosures: BIS generally grants a reduction of at least 50% of the
calculated penalty.

{COMPANY) is committed to the adherence of the policies and procedures outlined in
the Export Management and Compliance Manual and requires all employees to
support that commitment. Failure by any employee to strictly adhere to
(COMPANY’S) Export Management and Compliance Program constitutes grounds for
disciplinary action, including termination of employment.

Penalties for violations of U.S. export control laws and regulations may be imposed by
law and may include substantial fines and/or imprisonment. In addition, violations
could subject (COMPANY NAME) to administrative action, including the denial of
export privileges. Accordingly, (COMPANY NAME) will view the failure of any
employee to comply with this policy statement as a serious violation of company policy
and the employee will be subject to disciplinary action. Disciplinary action may include
warning, reprimand, probation, suspension, reduction in salary, demotion, or
dismissal. Violations will be dealt with promptly, and serious violations will be dealt
with severely.

Penalties can be imposed on both businesses and individuals for violating U.S. Export
Regulations. These may include partial or complete denial of export privileges, civil
penalties (fines) and/or seizure of equipment. Criminal penalties for willful violations of
U.S. Export Regulations may include fines of up to $1,000,000.00 and imprisonment
for up to a period of 20 years. These sanctions are defined in Section 764.3 of the
Export Administration Regulations.
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In the event of noncompliance, (COMPANY) and its employees may be subject to
criminal and administrative sanctions, including substantial fines, the revocation of
export and importing privileges and prison terms. A greater cost to (COMPANY) from
noncompliance may be the distraction and resources required to respond to an
investigation that detracts from our ability to focus on our obligations to our customers.

Penalties for violation of export regulations may be imposed by law and may include
substantial fines and/or imprisonment. In addition, (COMPANY) may be subject to
administrative action, including the suspension, revocation or denial of the export or
import privileges. Accordingly, (COMPANY) will view the failure of an employee to
comply with this policy statement as a serious violation of company policy and the
employee will be subject to disciplinary action up to and including termination of
employment at the sole discretion of the (COMPANY).

All (COMPANY) employees are required to comply with the policies and procedures
outlined in the export management and compliance manual. Any employee who has
knowledge of facts or incidents, which he or she believes may violate this policy,
whether intentional or accidental, is required to report the matter promptly to (EXPORT
COMPLIANCE MANAGER). Violations of U.S. export laws can subject (COMPANY)
and its employees to severe penalties, including fines, denial of export privileges, and
even imprisonment. Any employee who violates such laws, or who knowingly permits
a subordinate to violate such laws, will be subject to appropriate disciplinary action, up
to and including dismissal.

We, as a company, must ensure that all systems, spares, and technology which are
exported use the correct export license authority. Export noncompliance is very
costly. In the event of noncompliance, (COMPANY) and its employees could be
subject to both criminal and administrative sanctions which may include substantial
fines and/or prison terms and, most importantly, (COMPANY) could lose its privilege to
export. Furthermore, in the event of noncompliance, (COMPANY) will take all
appropriate disciplinary actions, up to and including termination of employment.
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OPTIONS

WHERE TO DIRECT QUESTIONS

| ask each of you to take this matter very seriously and to support me in this effort. If
you have any questions concerning the legitimacy of a transaction or potential
violations, please contact: (Name, Title, Phone, E-mail)

Any employee having reason to suspect the legitimacy of a transaction or concern that
a violation of the United States export regulations has occurred or is about to occur is
required to report their concern’s immediately to a member of the Trade Control and
Compliance Organization or (COMPANY) legal team.

Any questions concerning the legitimacy of any transaction, violation, or potential
violation of the United States laws and regulations governing exports and reexports
should be immediately referred to the (Name, Title, Telephone Number)or in his
absence these individuals are available, referrals should be made to (Name, Title,
Telephone Number).

Any questions concerning this policy, its application to a specific situation or the
legitimacy of an export transaction, should be addresses to (Name, Title, Telephone
Number, E-mail).

Questions concerning export regulations should be directed to the (Name, Title,

Telephone, E-mail) of the (COMPANY), who is designated as the (POC). Should any
(COMPANY) employees become aware of violations of the U.S. export regulations on
the part of or at any (COMPANY) facility, they should report such violations according
to Company policy and procedure, as detailed in the “Reporting” section of our EMCP.
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All questions concerning whether a proposed sale, shipment or other transactions,
domestic or international, complies with export laws shall be immediately referred to
the following designated responsible officials:

QUESTIONS ON: DIRECT TO:
Noncompliance or Possible Non-Compliant Person/Contact Info
Activity

(COMPANY) Export Management and
Compliance Program Manual Person/Contact Info

Legal Interpretation of the Export Laws and

Regulations Person/Contact Info
General Company Export Information Person/Contact Info
General Export Information Bureau of Industry &
Security
U.S. Department of
Commerce

(202) 482-4811

It is important to remember that compliance is the responsibility of every (COMPANY)

employee. Therefore, any questions regarding export compliance and how it impacts

your specific job, questions concerning the legitimacy of a transaction or any violations
or possible violations should be immediately reported to (RESPONSIBLE OFFICIAL &
CONTACT INFO.).

(COMPANY’S) Export Management and Compliance Program Manual contains
(INFO.). (RESPONSIBLE OFFICIAL(S)) is/are responsible for ensuring that the
Manual is updated, maintained, distributed, implemented and supported by all
divisions within the company. Successfully managing (COMPANY) Export
Management and Compliance Program is critical to the continued success and
prosperity of our company.
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KEY ELEMENT 2: RISK ASSESSMENT

To help identify vulnerabilities and eliminate risks of EAR violations, begin with the
following steps:

= Chart your order flow from receipt of a request through shipment of ordered items and
location of transaction document files.

= Develop a narrative that describes the movement of the request and the responsible
personnel who take action on the request at various steps.

= Identify vulnerable steps where there is risk of EAR violations occurring.
= Implement EMCP screens that will eliminate the vulnerabilities.
= Determine frequency of checks to be performed throughout the flow process.

= Establish “stop,” “hold” and /or “cancel” criteria to prevent transactions from moving
forward when checks fail.

= Include decision instructions that tell users of the checks what actions they are to take
when checks “fail.”

= Establish “release” criteria for transactions that have been stopped and escalated for
further review.

= Identify all document file paths that make up the entire transaction story.

It is recommended that companies develop a comprehensive formal flow chart and narrative
description of their order process. The order processing flow chart/narrative is like a map. It
should start at the point where an order is received and follow the process through the
shipment of product. Other items that are exported in nontraditional ways such as hand-
carried items and technical data may require separate flow charts and/or narratives. The
analysis required to break down the aggregate order process into step-by-step procedures via
a flow chart(s) and narrative(s) will enable companies to identify areas of vulnerability or
omission and, in turn, identify where internal controls should be implemented to minimize
the risk of noncompliance. Such a visual or descriptive tool can be used to educate
employees about the overall order process, the compliance measures in place, and, most
important, help employees understand their individual role and responsibility in the process
as well as what should happen before and after their contribution.

The order processing system, whether it is manual or automated, should have “hold”
functions, sign-off procedures, and accountability built into it to assure all orders receive the
appropriate control checks prior to shipping. Within the system, order processing checks
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should be conducted for each of the screening elements (see section on Screening). An order
processing system should have redundancies built in. For example, a check of the Denied
Persons List should be conducted by sales personnel at the initial stage of contact with the
customer, as well as by compliance personnel prior to entering the order, and then prior to
shipment, due to possible regulatory changes. In addition, screening should be performed on
all intermediate parties involved in a transaction. This is particularly true for Denied Persons
Screening. This is to ensure that shipments to bonded warehouses and free trade zones are
disposed of as authorized, thereby reducing the possibility of diversion.

It is important to clearly define: 1) preventative controls to minimize vulnerabilities prior to
order entry; 2) in-process controls that will place a “hold” on a transaction necessitating a
secondary review; and 3) after-process controls that would alert you to system failures. See
screening procedures in Key Element 5, below.

Each individual with responsibility for performing a control check(s) should be held
accountable for orders processed. Some method of verifying the performance of the checks
should be implemented, whether by requiring documentation of completion of the checks for
reviewing purposes, preventing the flow from moving to the next level, or some other means
used to ensure compliance. Also, see screening procedures in Key Element 5, below.
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TOOL

DEFINING THE PARAMETERS OF YOUR EXPORT
PROGRAM WITH A VIEW TOWARD ASSESSING RISK
AND IDENTIFYING VULNERABILITIES

The questions in the following tool are designed to help your Task Force think through how best
to structure your EMCP based on your company’s unique characteristics. This information will
help you build an EMCP that addresses your export compliance risks. All of the questions
highlight factors that are important to consider as potential points of vulnerability as you develop
an EMCP. By defining your export operations, you can assess potential areas of risk where you
will need to build in specific policy and procedural compliance safeguards. Significant risk
factors include volume of exports, end-uses, end-users, other intermediary parties to transactions,
location of customers, product sensitivity or restrictions, and the order processing system.
Working through the questions should also help you identify other company-specific
vulnerabilities. Information that this exercise generates can be included in the relevant sections
of your written compliance manual.

A. COMPANY PROFILE: Define Your Proposed Export Structure

1. Describe the structure of your company. Include a narrative and organization chart indicating
location of corporate headquarters, operating divisions, including manufacturing facilities, and
domestic and foreign subsidiaries and affiliates.

2. ldentify all domestic and foreign divisions/offices/facilities that will have a role in your export
transactions.

3. Identify location(s) of where you would like to have export compliance manager(s). Highlight
the proposed management line of authority for export control related activities. Clearly indicate
how divisions/positions will be interrelated.

NOTE: Examine reporting structure for possible conflict of interest in lines of authority.
This information will be used to develop your management and oversight structure and procedures, and
define accountable personnel responsible for export control functions.

4. List the total number of employees you anticipate will be directly involved in export related
functions.

NOTE: Does the number of proposed export employees reflect a sufficient level of compliance
resources allocated to handle the volume of export/reexport transactions and issues anticipated in your
export program?
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5.

6.

7.

How many orders do you anticipate to process monthly?

What do you anticipate will be the average time frame from acceptance of order to time
of shipment?

Identify offices and personnel who are in the order processing chain.

NOTE: There are various risk factors associated with different order entry processes. You should make
sure that you take these into consideration as you document your procedures in your EMCP program.

B. BUSINESS ACTIVITY PROFILE: Define Your Proposed Export Activity

1.

N

OoooogooOoog

3.

Describe your industry sector.
Describe your business type.

Manufacturer

Retailer

Distributor

Trading Company

Purchasing Agent

Original Equipment Manufacturer (OEM)
System Integrator

Servicing Agent

Freight Forwarder

Other

NOTE: You will need to consider the unique compliance issues associated with your specific
industry sector and business activity. There are varying risk factors associated with industries that
produce sensitive dual-use products.

Also, there are compliance considerations associated with different business types. For example, if
you are a freight forwarder, it is critical that you have written communication between you and your
customer defining the export transaction roles and responsibilities. A distributor will need to ensure
the accuracy of the commodity classification of the products to be exported.

Do you plan to perform field services? If so, answer the questions listed below.

a) What types of services will be performed by your company?

b) Will you provide installation services?

c) Will you service your equipment under a maintenance contract?

d) Will proposed field service activities be subject to export controls?

e) How will services subject to export controls be handled under your compliance program?

NOTE: You will need to include compliance measures in your EMCP to address service activities.
If you are servicing products that you did not export, you need a process to ensure the equipment was
exported legitimately. Remember to be alert for prohibited activities and persons.

32



4. How many orders do you anticipate to process monthly?

5. What do you anticipate will be the average time-frame from acceptance of order to time
of shipment?

NOTE: When defining your export activity, you need to consider various risk factors associated with
specific industry sectors, unique business activity, and resource allocation.

6. Do you expect to invite overseas entities to send representatives to your U.S. facilities for
periodic training, including for product updates/enhancements you hope to market?

NOTE: When considering inviting foreign nationals to your U.S. facilities, please also consider EAR
regulations in the EAR Part 734.2(b)(2)(ii) and 734.2(b)(3).

SOME POSSIBLE BUSINESS VULNERABILITIES:

Unaware of product’s dual-use risks.

Not assessing compliance risks for new product lines and new business activities.
Unclear roles and responsibilities between different business partners in the export
process.

Lack of compliance safeguards throughout the entire export process.

Lack of discernment between sensitive and non-sensitive business transactions.
Lack of discernment regarding risk for various business activities.

Failure to perform denied persons screening for field services.

Failure to ensure that serviced equipment has been exported legitimately.

Parties to the export transaction unaware of their compliance responsibilities.
Spare parts exported for prohibited end-use and/or end-users.

Level of export business activity exceeds compliance resources.

Lack of “big picture” consideration in assigning compliance resources.

SOME POSSIBLE GENERAL EMCP VULNERABILTIES:

Foreign-owned businesses in the United States may not understand or comply with U.S.
Export Regulations.

Foreign trading companies, especially located abroad in Free Zones, may not carefully
discriminate between end-users.

Lack of communication of compliance policies and procedures.

Disconnected compliance policies, procedures and practices in large decentralized
corporations with unique business interests and activities.

Disconnected compliance policies, procedures, and practices between domestic and
foreign business units.

Placement of compliance functions in Marketing and Sales Department can result in
conflicting interests between profit and compliance.

Absence of management commitment to export compliance.

Absence of management oversight and accountability in compliance program.
Insufficient allocation of resources to ensure effective compliance.

Unclear identification of responsible personnel and accountability.

Inadequate due diligence performed prior to mergers and acquisitions related to export
compliance.

Absence of a compliance culture.

Lack of commitment to continuously develop compliance program in relation to market
and business expansion.

Reliance on outdated or incomplete information.




C. CUSTOMER PROFILE: Define Your Potential Export Customer Base

1. Will you be selling to:

[1 Resellers:
< Distributor
< Sales Agent
< Systems Integrator

1 End-users:
< Civilian Consumer

< Government Entity

< Military Entity

< Manufacturer

< Original Equipment Manufacturer
< Bank

N.B.: These categories are not necessarily mutually exclusive; i.e., some producers of civilian
products may also be government-related entities.

2. Exporter/Customer Relationship(s):

[1 Wholly-owned Subsidiary

[1 Independent Entity

[1 Established Customer

[1 New Customer

[1 Customer is Unknown (i.e., internet customer)

3. Do you anticipate that your customer base will be repetitive sales to the same customer(s) or
single transactions to customers that you do not have an established business relationship?

NOTE: As an exporter, you are responsible for knowing your customers and for ensuring that
your exports do not go to prohibited end-users. As a good compliance practice, you should include
mechanisms in your procedures that verify the legitimacy of your customers and their transactions.
You will need to incorporate different types of compliance measures within your EMCP to address
risk factors commensurate with different types of customer relationships.
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SOME POSSIBLE CUSTOMER VULNERABILITIES:

Not establishing the bona fides of customers.

Inadequate up-front customer questionnaire and screening resulting in incomplete
customer profile.

Not assessing the legitimacy of export transaction.

Self blinding to pertinent customer information.

Communication regarding compliance responsibilities not cascading down to all
stakeholders in the export transaction.

Lack of procedures to ensure that customers receive and understand license conditions
and commensurate obligations.

Distributors unaware of commodity classifications of various products as well as
restrictions related to the products.

Unaware of military versus civilian end-use and end-user restrictions.

Customer requests that violate U.S. Antiboycott Laws.

Unaware whether or not the customer’s integration of product into larger system is
controlled by U.S. Export Regulations.

Misperception that well-known companies do not require compliance consideration.
Not employing higher levels of compliance screening for unknown customers.
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D. COUNTRY PROFILE: Define the Potential Location of Your Customers
Reference: http://www.access.gpo.gov/bis/ear/pdf/740spir.pdf

1. Do you plan to market to customers in:

1 Country Group A
[1 Country Group B
1 Country Group D
1 Country Group E

2. Do you know whether your customers will reexport? If so, will the new destination
have different EAR licensing policies and requirements?

NOTE: There are different license requirements for different countries. As your international
marketing plan evolves, you should make sure you are aware of the various licensing policies for
different countries. Reference: http://www.access.gpo.gov/bis/ear/pdf/738.pdf

This information should be used in developing your item and country compliance check section in
your EMCP.

SOME POSSIBLE COUNTRY VULNERABILITIES:

Exporting any goods or technologies to a terrorist-supporting country and/or embargoed
country without a license.

Not aware that there are different license requirements for different countries.
Re-export restrictions not communicated to customers.

Company compliance policies and procedures do not address country policy.

Not keeping up-to-date with changes in the Export Administration Regulations.

Not keeping compliance programs up-to-date with country policy regulatory changes.
No procedures for complying with license exception parameters.

Language barriers can compromise export compliance integrity.

Inconsistencies between U.S. and foreign country policy.

False sense of comfort fostered by doing business in a friendly allied country.
Unaware of those countries that are transshipment countries of concern.

U.S. country policies are not reflected in internal export compliance transaction
procedures.
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E. COMMODITY PROFILE: Define Your Potential Products For Export

1. Proposed export(s):

[1 Commodity

[1 Software with Encryption

[1 Software without Encryption

[1 Technical Data with Encryption

[1 Technical Data without Encryption

[ Service (i.e., repair, financing, freight forwarding, legal, technical, engineering,
architectural assistance, etc.)

2. What are the export commodity classification numbers (ECCNs) for each of your
exports? Reference: http://www.bis.doc.gov/licensing/Do_I_NeedAnECCN.html

NOTE: Your commaodity classification is a critical decision process. Export decisions and
requirements are based on your ECCN and General Prohibitions. As part of your EMCP, you will
want to document the process for determining your ECCN(s). In addition, you need to include a
decision process for determining the appropriate export authorization (license, license exception, or
no license required).

As part of this process, you should maintain decision support documents. In addition, you need to
include maintenance procedures that will capture future product and EAR changes that will affect
your ECCN(s).

This information should be used in developing your item and country compliance section in your
EMCP.

3. Are there any dual-use risks or export restrictions related to your products?
Reference: http://www.access.gpo.gov/bis/ear/pdf/738.pdf

AT Anti-Terrorism

CB Chemical & Biological Weapons
CC Crime Control

CW Chemical Weapons Convention
El  Encryption Items

FC Firearms Convention

MT Missile Technology

NS National Security

NP Nuclear Nonproliferation

RS Regional Stability

SS  Short Supply

UN United Nations Embargo

SI Significant Items

SL  Surreptitious Listening

Ooooooooooooog

NOTE: You should develop internal control procedures to ensure compliance with any unique
requirements associated with the applicable reasons for control.
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4. Based on your ECCN(s) and the country chart included in Part 738, Supplement 1 of the
EAR, what are the appropriate export authorizations for your products?
Reference: http://www.access.gpo.gov/bis/ear/pdf/738spir.pdf

[ License Required
[ Eligible for License Exception(s)
[ No License Required

NOTE: This information should be used in developing your item and country compliance check
section in your EMCP.

5. Will you hire foreign nationals at your U.S. facilities?

NOTE: If the foreign nationals that you hire have access to technology, you may be subject to the
“deemed export” rule. Reference:

http://www.bis.doc.gov/DeemedExports/DeemedExportsFAQs. html#l

6. Do you plan to export anything subject to other agencies’ jurisdiction, e.g., U.S. Department of
State, Department of the Treasury’s Office of Foreign Assets Control, U.S. Department of Justice,
Department of Interior, Food and Drug Administration, U.S. Maritime Commission, or Nuclear
Regulatory Commission. Reference: http://www.access.gpo.gov/bis/ear/pdf/730.pdf

NOTE: If your exports are subject to other agency regulations, you should include guidance in your
EMCP compliance manual on how to comply with the respective regulations.
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SOME POSSIBLE COMMODITY VULNERABILITIES:

Unaware that product classification is needed to legitimately export.

Failure to determine appropriate export authorization of your products.

No company policy or procedures for accurately classifying products.

Lack of technical expertise to properly determine the export commodity classification
number.

Inaccurate classification of EAR99.

Inaccurate classification.

Not understanding products dual-use risk.

Unaware that technology released to foreign nationals in the United States may require a
license.

Not maintaining up-to-date classification decisions on products.

Unaware of which U.S. Government Agency has jurisdiction over products.

License conditions tied to specific commodity requirements not conveyed to responsible
parties.

Not incorporating measures within your compliance program to detect inconsistencies
between product characteristics and the customer stated end-use.

F. END-USE PROFILE: Define Potential End-Uses of Your Products

1. How will your customers use your products:

As capital equipment?

For resale to retail customers?

For resale to manufacturers or OEMs for own use?

For incorporation into the manufacture of new products for resale?
For Servicing?

For system integration activities?

Other?

[ R [

2. If misused, could your products be used for the following proliferation activities?

Chemical Weapons

Biological Weapons

Nuclear Weapons

Delivery systems of such weapons
Technology to develop destructive systems

I o

NOTE: As an exporter, you are responsible for knowing your customers and for ensuring that your
exports are not used for prohibited end-uses. As a good compliance practice, you should include
mechanisms in your EMCP procedures that verify the legitimacy of the stated end-use and that the
end-use makes good business sense. The variables outlined above are important factors in assessing
your export program’s potential areas of vulnerability and risk.
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SOME POSSIBLE END-USE VULNERABILITIES:

Typical product end-use is inconsistent with customer’s stated end-use objectives.
Typical product end-use is inconsistent with nature of customer business.

Is the quantity of product requested from customer consistent with a typical customer’s
projected needs.

Lack of end-use information.

No safeguards incorporated in compliance program to detect prohibited proliferation
end-uses.

Failure to communicate end-use license conditions to responsible parties.

Not having an on-going mechanism to ensure compliance with end-use license
conditions.

Not conducting an end-use risk assessment.

Failure to include compliance measures to ensure deemed export parameters outlined in
a company’s Technology Control Plan are followed.

Not keeping up with end-use restrictions as outlined in the Export Administration
Regulations.

Lack of policies and procedures to address what should happen when company
becomes aware that the customer’s authorized end-use of the product has changed.
Compliance measures are not commensurate with end-use risks.

G. ORDER PROCESSING PROFILE: Describe Your Potential Process for Receiving
Orders

1. Describe in detail the steps of your proposed export order process.
2. Specifically, how will your export orders be received?

In Person

Electronic Processing System
Phone

Fax

Regular Mail

Electronic Mail

Internet

OOoOo0oOgoo

3. Will the orders follow separate processing routes (i.e., by geography, product line, or
complete unit vs. spare part?)

4. ldentify the location(s) where orders will be received.
5. Identify the location(s) where your order records will be maintained.
6. How many orders do you anticipate to process monthly?

7. What do you anticipate will be the average time-frame from acceptance of order to time
of shipment?
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8. Identify offices and personnel who are in the order processing chain.

NOTE: There are various risk factors associated with different order entry processes. You should make
sure that you take these into consideration as you document your procedures in your EMCP program

SOME POSSIBLE ORDER PROCESSING VULNERABILITIES:

Lack of any defined procedures.

Lack of sufficient compliance safeguards throughout the process, i.e. screening at key
points.

Procedures inconsistently followed.

Inconsistent compliance controls.

Insufficient information for transaction analysis.

Processes lack discernment between treatment of non sensitive and sensitive items and
countries.

Communication breakdown resulting in compliance errors.

Lack of accountability and oversight throughout processes.

Inadequate resources for volume of order activity.

Lack of integration between manual and electronic order processing systems.

No consideration given to length of processing time related to frequency of screening.
Exclusion of experts in all key departments in the order process evaluation.

H. SHIPPING PROFILE: Describe Your Potential Export Shipping Patterns

=

Describe how you intend to deliver your product?

From U.S. location (s) directly to customer.

From U.S. location (s) via intermediate party to customer.

From U.S. location to warehouse for further distribution to customers.
Utilizing freight forwarder(s).

Via mail, e-mail, fax, phone, internet.

I R

2. Who, in your company, will be responsible for (and has the expertise) for completing export
documentation?

3. What approval process will you implement to ensure that all compliance measures have been
performed prior to shipment?

4. How will you track the receipt of shipment?

NOTE: You need to include procedures in your EMCP compliance manual on how you will
communicate export control requirements and special instructions to the shipping department or third
party shipper.
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SOME POSSIBLE SHIPPING VULNERABILITIES:

Lack of shipping procedures.

Inaccurate shipping information communicated, i.e., license authorization used, ECCN,
etc.

Insufficient export documentation.

Unclear definition of roles and responsibilities between parties to the transaction.
Insufficient compliance safeguards throughout the shipping process.

Inadequate physical security measures implemented during the shipping process.
Parameters of license and license conditions not conveyed to parties involved in the
transaction.

Preprinted shipping documents with NLR stated.

Lack of tracking system.

Omission of destination control statements.

Unverified end destination address.

Lack of accountability and oversight throughout processes.

I. U.S. PERSONS ACTIVITIES PROFILE: Identify U.S. persons overseas who are involved in
the activities described in Part 744 of the EAR.
Reference: http://www.access.gpo.gov/bis/ear/pdf/744.pdf
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In assessing the risk of various activities, develop a risk matrix, such as the following:

LOW RISK

MODERATE RISK

HIGH RISK

Stable, well-known
customer base in a
localized environment.

Customer base changing
due to branching, merger
or acquisition in the
domestic market.

A large, fluctuating client base in
an international environment.

Few high-risk customers.

A moderate number of
high-risk customers.

A large number of high-risk
customers.

No Internet sales.

Internet sales predicated
on verification of customer
bona fides and customer
screening.

Wide array of Internet sales and
services.

No history of voluntary
disclosures or enforcement
action. No evidence of
apparent violation or
circumstances that might
lead to a violation.

A small number of
voluntary disclosures
resulting in warning letters
or civil monetary penalties.
Evidence that corrective
action taken to implement
safeguards that will
minimize future
noncompliant activity.

Multiple voluntary disclosures
and/or enforcement actions
resulting in administrative and/or
criminal penalties. No evidence
that measures in place minimize
future noncompliant activity.

Management has fully
assessed company’s level
of risk based on customer
base, product lines, and
supply chain management
and implemented a formal
export management and
compliance program.
Understanding of risk and
strong commitment to
export compliance is
communicated throughout
the organization on a
regular basis.

Management exhibits a
reasonable understanding
of the key aspects of
export compliance and its
commitment is generally
clear and has been
communicated throughout
the organization, but it may
lack a compliance program
to address that risk on a
continuous basis.

Management does not
understand, or has chosen to
ignore, key aspects of export
compliance risk. The
importance of compliance is not
emphasized or communicated
throughout the organization.

43




Management has
implemented a compliance
program that includes
policies, procedures,
controls, and information
systems; documented the
compliance program; and
train employees on a
regular basis regarding
their compliance
responsibilities.

Management has
implemented a compliance
program that addresses
some but not all aspects of
an effective compliance
program; the program is
not documented;
employees are generally
aware of their export
compliance
responsibilities.

Management has not
implemented an export
management and compliance
program.

Staffing levels are
adequate to effectively
implement a compliance
program.

Staffing levels appear
generally adequate, but
some deficiencies are
noted and there is no
back-up capacity.

Management has failed to
provide appropriate staffing
levels to handle compliance
workload.

Authority and
accountability for
compliance functions are
clearly defined.

Authority and
accountability are defined,
but some refinements are
needed.

Authority and accountability for
compliance have not been
clearly established.

Training is appropriate and
effective based on the
company’s risk profile,
covers applicable
personnel, and provides
necessary up-to-date
information and resources
to ensure compliance.

Training is conducted and
management provides
adequate resources given
the risk profile of the
organization but some
areas are not covered
within the training program
and some personnel are
not included in the
communication chain for
up-to-date information.

Training is sporadic and does
not cover important regulatory
and risk areas.

Export control regulatory
requirements are fully
understood by all key
stakeholders in the
company’s export
program.

Export control regulatory
requirements are fully
understood only by certain
key stakeholders in the
company’s export
program.

Company unaware of export
control regulatory requirements.
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Strong quality control
methods are employed
within the supply chain.

Limited quality control
methods are employed
within the supply chain.

No quality control methods are
employed within the supply
chain.

Compliance considerations
are incorporated into all
export policies and
procedures.

Compliance considerations
are often overlooked but
not in high-risk areas.

Compliance considerations are
not incorporated into numerous
areas of the organization, or do
not adequately cover high-risk
areas.

Effective policies for
screening transactions are
in place.

Policies for screening
transactions exist but are
not properly aligned with
the company’s level of risk.

Policies for screening
transactions and new accounts
do not exist.

Compliance systems and
controls effectively identify
and appropriately report
potential problems and
violations.

Compliance systems and
controls generally identify
potential problems and
violations, but the systems
are not comprehensive or
have some weaknesses
that allow for inconsistent
reporting.

Compliance systems and
controls are ineffective in
identifying and reporting
problems and violations.

On a periodic basis,
determined by the
company’s level of risk, all
export and compliance
processes are audited.

Export and compliance
processes are audited but
not often enough based on
the company’s level of risk.

Export and compliance
processes are not audited.

Compliance systems and
controls quickly adapt to
changes regardless of how
frequently or infrequently
those changes occur.

Compliance systems and
controls are generally
adequate and adapt to
changes.

Compliance systems and
controls are not current and are
inadequate to comply with and
adapt to changes.

Independent testing of the
company’s compliance
program effectiveness is in
place. An independent
audit function tests
compliance with regard to
systems and procedures.

Independent testing occurs
on an infrequent basis.

Company has never had
systems and procedures
independently tested.
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Problems and potential
problems are quickly
identified, and
management promptly
implements meaningful
corrective action.

Problems are generally
corrected in the normal
course of business.
Management is reasonably
responsive when
deficiencies are identified.

Errors and weaknesses are not
self-identified. Management is
dependent on regulatory
findings or responds only when
violations are cited or penalties
assessed.

Overall, appropriate
compliance controls and
systems have been
implemented to identify
compliance problems and
assess performance.

In general, no significant
shortcomings are evident
in compliance controls or
systems.

Significant problems are evident.
The likelihood of continued
compliance violations or
noncompliance is high because
a corrective program does not
exist, or extended time it needed
to implement such a program.
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IN ASSESSING AND MITIGATING RISKS AND VULNERABILITIES, ESTABLISH
AND SUPPORT EXPORT-COMPLIANCE POSITIONS IN YOUR COMPANY.
THESE POSITIONS MAY INCLUDE THE FOLLOWING:

Senior Export Manager: A senior company official to act as an export officer and be
ultimately responsible for the final approval of all export transactions. This official must
ensure that strong oversight is maintained over all the departments involved in exporting an
item. It is imperative that the sales decision be in accordance with the company’s export
management and compliance program requirements and as such the responsibility of a
senior official of the company. Individuals who have performance missions which include
sales or sales quotas may have a different objective than an officer who bears the
responsibility of protecting the reputation and ensuring the “good name” of the company.

EMCP Administrator: Employee responsible for assessing and ensuring that all exports
are in full compliance with U.S. export control laws and regulations. This manager can also
serve as the policy and licensing liaison with the U.S. Government.

ECM Team: (refer back to Management Element and tie all positions throughout workbook
to here....list them.)

Product Division Classification Engineers: Employees responsible for classifying
company commodities. These persons work with the EMCP Administrator to determine the
appropriate export authorization. These employees are the Technical Experts who can be
called upon to provide technical expertise, on an as-needed basis, on specific products and
their dual-use capabilities.

Product Division Approving Manager: Employee is a member of the ECM Team and
attends monthly Management Meetings. This employee oversees the classification decisions
and records retention requirements of the EMCP for their specific Product Division.

Technology Export Manager: Employee responsible for classifying company technology
and software and assessing whether or not a proposed technology (or software) export
requires a license. This person can also serve as the company’s policy and licensing liaison
with the U.S. Government on technology export matters.

Sensitive Commodities and Countries Export Tracking Manager: Employee responsible
for classifying sensitive company products, overseeing, and tracking all company exports of
sensitive, high-risk commodities and/or to high risk destinations. This would include
tracking compliance of all license parameters and conditions.

Foreign Visit/Travel and Foreign National Employee Coordinator: Employee
responsible for coordinating and managing foreign visits and foreign travel. Coordinator
would also be responsible for internal oversight of foreign national employees.

Export Counsel: Lawyer responsible for providing legal export guidance.
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Location of Personnel

In order to avoid potential conflicts of interest, export compliance personnel should generally
be positioned in the company so their sources of salary and evaluations are separate from the
businesses that they monitor. Similarly, export compliance personnel must be positioned at
the appropriate levels in the organizational structure to enforce export compliance in the face
of other potentially conflicting business pressures. For example, without the appropriate
level of management commitment to compliance, tension can exist between sales and
marketing personnel and export compliance personnel. Sales personnel pursue a specific
mission to generate revenue for the company — a mission that could conflict with compliance
efforts. All efforts should be made, therefore, to assign export responsibility outside of the
sales function, or in addition to it.

Decide whether and how to centralize or decentralize compliance functions, and develop

strategies to support your stakeholders, enhance communication, and heighten coordination
of export compliance activities to minimize the risk of export non-compliance.
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KEY ELEMENT 3: AWRITTEN EMCP

To ensure export, re-export, and transfer decisions are consistent with the export controls, it
is strongly suggested that companies develop a set of formal written policies and procedures -
- an Export Management and Compliance Program Manual -- that provides sufficient
safeguards at each key step in the supply chain management to guard against sales of
sensitive or dual-use technology to unauthorized parties or for unauthorized activities. The
policies and procedures should be applied throughout the entire organization of the company,
including any separate divisions and subsidiaries, and cover in step-by-step detail, each of the
nine key EMCP elements. By documenting in writing the compan